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(1) ITU-T Recommendation X.509(1997E)
(2) RFC2459 Internet X.509 PKI Certificate and CRL Profile, January1999

7-1
7-1
Certificate Basic Fields
version o o o o Version3
serialNumber o o o o
signature | © o o o
issuer o o o o
validity o o o o UTCTime
subject o o o o
O (@] O O
subjectPublicKeylnfo
ID > > < >
issuerUniquelD
ID > > < >
subjectUniquelD
Certificate Standard Extensions
O O O O
authorityKeyldentifier
O (@] O O
subjectKeyldentifier
keyUsage o o o o
> x< > >
extendedKeyUsages
> x< > >
privateKeyUsagePeriod
> (@] O O
certificatePolicies
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> x< O >
policyMappings
subjectAltName =< < =< =<
issuerAltName =< > =< =<
basicConstraints o o o =<
nameConstraints =< < =< =<
> x< (@] >
policyConstraints
CRL ) o o o
cRLDistributionPoints
> x< > >
subjectDirectoryAttributes
7-2
7-2
CRL CRL Basic Fields
version o Version2
signature | o
issuer o
thisUpdate o UTCTime
nextUpdate o UTCTime
RevokedCertificates o
O
(userCertificate)
(revocationDate) o
(reasonCode) o
CRL CRL Extensions
O
authorityKeyldentifier
issuerAltName =<
CRL cRLNumber o
CRL >
deltaCRLIndicator
O

issuingDistributionPoint
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7.3

7.3.1
7-3
7-3
() (Basic)
|
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
shalWithRSAEncryption
algorithm ID
OID
12840113549115
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmsszZ
issuer
countryName
Type ID
OID
2546
Value
PrintableString
JpP
49

All rights reserved Copyright 2004




organizationName
Type

value

organizationalUnitName

OID
25410

UTF8String
« )

JapanFederationOfCertifiedPublicTaxAccountants” Associations

Type ID
OID
25411
value
UTF8String
« )
JapanFederationOfCertifiedPublicTaxAccountants” Associations
CA
subject
countryName
Type ID
OID
2546
value
PrintableString
JP
organizationName
Type ID
OID
25410
value
UTF8String

organizationalUnitName
Type

value

« )

JapanFederationOfCertifiedPublicTaxAccountants” Associations

ID
OID
25411

UTF8String
C )

JapanFederationOfCertifiedPublicTaxAccountants” Associations
CA

subjectPublicKeyinfo

subjectPublicKeylnfo

50
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algorithmidentifier
RSAEncryption
algorithm ID
OID
12840113549111
parameters
NULL
subjectPublicKey
BIT STRING
(2) (extensions)
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
Keyldentifier SHA-1 160bit
OCTET STRING
subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bi
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
000001100(keyCertSign cRLSign)
basicConstraints = TRUE
basicConstraints
A CA
BOOLEAN
TRUE
cRLDistributionPoints = FALSE
cRLDistributionPoints CRL
distributionPoint CRL
fullName
uniformResourceldentifier CRL  URI
Idap://\dap.nichizeiren.or.jp/ou%3dJapanFederationOfCertifiedP
ublicTaxAccountants'Associations%20CA,0%3dJapanFederation
OfCertifiedPublicTaxAccountants'Associations,c%3dJP?authorit
yRevocationList

51
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7.3.2

7-4
1)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
shalWithRSAEncryption
algorithm ID
OID
12840113549115
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmsszZ
notAfter
UTC Time
yymmddhhmmsszZ
issuer
countryName
type ID
OID
2546
value
PrintableString
JP
organizationName
type ID
52
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value

organizationalUnitName

OID
25410

UTF8String
« )

JapanFederationOfCertifiedPublicTaxAccountants” Associations

type ID
OID
25411
value
UTF8String
« )
JapanFederationOfCertifiedPublicTaxAccountants” Associations
CA
subject
countryName
type ID
OID
2546
value
PrintableString
JP
organizationName
type ID
OID
25410
value
UTF8String

organizationalUnitName
type

value

« )

JapanFederationOfCertifiedPublicTaxAccountants” Associations

ID
OID
25411

UTF8String
« )

JapanFederationOfCertifiedPublicTaxAccountants” Associations
CA

subjectPublicKeyInfo

subjectPublicKeylnfo
algorithmidentifier

RSAEncryption

53
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algorithm ID
OID
12840113549111
parameters
NULL
subjectPublicKey
BIT STRING
(2) (extensions)
|
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bi
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
000001100(keyCertSign cRLSign)
certificatePolicies = FALSE
policylnformation
policyldentifier ID
OID
2529320
AnyPolicy
basicConstraints = TRUE
basicConstraints
A CA
BOOLEAN
TRUE
CRLDistributionPoints = FALSE
cRLDistributionPoints CRL
distributionPoint CRL
fullName
uniformResourceldentifier CRL  URI
Idap://1dap.nichizeiren.or.jp/ou%3dJapanFederationOfCertifiedP

54
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ublicTaxAccountants'Associations%20CA,0%3dJapanFederation
OfCertifiedPublicTaxAccountants'Associations,c%3dJP?authorit

yRevocationList

55
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7.3.3

7-5
7-5
(1) (Basic)
|
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmidentifier
shalWithRSAEncryption
Algorithm ID
OoID
12840113549115
Parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmsszZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
Type ID
OoID
2546
Value
PrintableString
JP
organizationName
Type ID
56
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OID
25410
value
UTF8String
« )
JapanFederationOfCertifiedPublicTaxAccountants” Associatio
ns
organizationalUnitName
Type ID
OID
25411
value
UTF8String
()
JapanFederationOfCertifiedPublicTaxAccountants” Associatio
ns CA
subject
BCA DN
subjectPublicKeylinfo
subjectPublicKeylnfo
algorithmidentifier
RSAENcryption
algorithm ID
OID
12840113549111
parameters
NULL
subjectPublicKey
BIT STRING
(2) (extensions)
|
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
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keyUsage = TRUE

keyUsage
BitString
000001100(keyCertSign cRLSign)
certificatePolicies = TRUE
policylnformation
policyldentifier ID

OID
12392200151111
policyQualifiers

policyQualifierlD ID
OoID
136155721
qualifier CPS URI

IA5String
https://cainfo.nichizeiren.or.jp/ca/

policyMappings = FALSE

issuerDomainPolicy OID
OoID
12392200151111

subjectDomainPolicy (GPKI BCA) OID

basicConstraints = TRUE

basicConstraints

A CA

BOOLEAN
TRUE

policyConstraints = TRUE

requireExplicitPolicy
INTEGER
0

inhibitPolicyMapping
INTEGER
1

CRLDistributionPoints = FALSE

cRLDistributionPoints CRL

distributionPoint CRL
fullName
uniformResourceldentifier CRL  URI

Idap://1dap.nichizeiren.or.jp/ou%3dJapanFederationOfCertified
PublicTaxAccountants'Associations%20CA,o0%3dJapanFederati
onOfCertifiedPublicTaxAccountants'Associations,c%3dJP?
authorityRevocationList
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7.3.4

7-6
() (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmidentifier
shalWithRSAEncryption
Algorithm ID
OID
12840113549115
Parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmsszZ
notAfter
UTC Time
yymmddhhmmsszZ
issuer
countryName
Type ID
OID
2546
Value
PrintableString
JP
organizationName
Type ID
59
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value

organizationalUnitName

OID
25410

UTF8String
« )

JapanFederationOfCertifiedPublicTaxAccountants” Associatio
ns

Type ID
OID
25411
value
UTF8String
C )
JapanFederationOfCertifiedPublicTaxAccountants” Associatio
ns CA
subject
countryName
Type ID
OID
2546
value
PrintableString
JP
organizationName
Type ID
OID
25410
value
UTF8String

organizationalUnitName
Type

value

commonName
Type

C )
JapanFederationOfCertifiedPublicTaxAccountants” Associatio
ns

ID

OID

25411

UTF8String
( ) Registration Number:9999999 7
9999999 7

ID
60
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()

OID

2543
value
UTF8String
( ) XXXXXXX
XXXXXXX
subjectPublicKeylnfo
subjectPublicKeylnfo
algorithmldentifier
RSAEncryption
algorithm ID
OID
12840113549111
parameters
NULL
subjectPublicKey
BIT STRING
(extensions)
|
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage

BitString
110000000 (digitalSignature nonRepudiation)

certificatePolicies

= TRUE

policylnformation
policyldentifier

policyQualifiers

ID
OID
12392200151111
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policyQualifierlD ID
OID
136155721
qualifier CPS URI
IA5String
https.//cainfo.nichizeiren.or.jp/ca/
CRLDistributionPoints = FALSE
CRLDistributionPoints CRL
distributionPoint CRL
fullName
uniformResourceldentifier CRL  URI

Idap://\dap.nichizeiren.or.jp/ou%3dJapanFederationOfCertified

PublicTaxAccountants'Associations%20CA,0%3dJapanFederati

onOfCertifiedPublicTaxAccountants'Associations,c%3dJP?cert
ificateRevocationList

62
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7.3.5

7-7
7-7
() (Basic)
version
version
INTEGER
1
signature
algorithmidentifier
shalWithRSAENcryption
algorithm ID
OID
12840113549115
parameters
NULL
issuer
countryName
type ID
OID
2546
value
PrintableString
JpP
organizationName
type ID
OID
25410
value
UTF8String
JapanFederationOfCertifiedPublicTaxAccountants” Associatio
ns
organizationalUnitName
type ID
OID
25411
value
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UTF8String
JapanFederationOfCertifiedPublicTaxAccountants” Associatio
ns CA

thisUpdate
thisUpdate

UTC Time

yymmddhhmmssZ

nextUpdate
nextUpdate

UTC Time

yymmddhhmmsszZ

revokedCertificates
userCertificate

INTEGER

revocationDate

UTC Time

yymmddhhmmssZ

crlEntryExtensions
reasonCode
( = FALSE)
ENUMERATED
(2) (extensions)
|
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
CRLNumber = FALSE
CRLNumber
INTEGER
issuingDistributionPoint = TRUE
issuingDistributionPoints CRL
distributionPoint CRL
fullName
uniformResourceldentifier CRL  URI

Idap://1dap.nichizeiren.or.jp/ou%3dJapanFederationOfCertified

PublicTaxAccountants'Associations%20CA,o0%3dJapanFederati
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onOfCertifiedPublicTaxAccountants'Associations,c%3dJP?cert|
ificateRevocationList

onlyContainsUserCerts

BOOLEAN
TRUE
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7.3.6

7-8
7-8
() (Basic)
version
version
INTEGER
1
signature
algorithmidentifier
shalWithRSAEnNcryption
algorithm ID
OID
12840113549115
parameters
NULL
issuer
countryName
Type ID
OoID
2546
Value
PrintableString
JP
organizationName
Type ID
OID
25410
Value
UTF8String

Type

Value

organizationalUnitName

ns

OID
25411
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JapanFederationOfCertifiedPublicTaxAccountants” Associatio




UTF8String
JapanFederationOfCertifiedPublicTaxAccountants” Associatio
ns CA

thisUpdate
thisUpdate

UTC Time

yymmddhhmmssZ

nextUpdate
nextUpdate

UTC Time

yymmddhhmmsszZ

revokedCertificates
userCertificate

INTEGER

revocationDate

UTC Time

yymmddhhmmssZ

crlEntryExtensions
reasonCode
( = FALSE)
ENUMERATED
(2) (extensions)
|
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
CRLNumber = FALSE
CRLNumber
INTEGER
issuingDistributionPoint = TRUE
issuingDistributionPoints CRL
distributionPoint CRL
fullName
uniformResourceldentifier CRL  URI
Idap://1dap.nichizeiren.or.jp/ou%3dJapanFederationOfCertified
PublicTaxAccountants'Associations%20CA,o0%3dJapanFederati
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onOfCertifiedPublicTaxAccountants'Associations,c%3dJP?aut
orityRevocationList

onlyContainsCACerts CA
BOOLEAN
TRUE
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8.1

8.2

8.3

8.4

8.5

8.6

8.7

8.4
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8.5



8.8
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9.1

9.2

9.3

9.4

10

2.7
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